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Abstract. With the growing popularity of multi-cloud architecture, organizations are
increasingly facing challenges related to cost opacity, budget overruns, and fragmented control over
cloud resource consumption. At the same time, there is a rising demand for compliance with
information security standards, particularly SOC 2, which includes criteria for security, availability,
and processing integrity (Trust Services Criteria).

This paper proposes an architectural solution that combines FinOps approaches to cost
management with the implementation of SOC 2 controls. Based on tools such as Splunk, Cherwell,
and automated event escalation mechanisms, a system was developed that can detect budget
overruns, generate incidents, allocate responsibility among process participants, and ensure the
logging of all critical events. The implemented logic of thresholds and responses is integrated with
the ITSM environment and supports business processes related to financial and security monitoring.

The solution not only enables cost optimization in a multi-cloud environment but also forms an
evidence base for audit in accordance with SOC 2 Type Il. This demonstrates the effectiveness of an
approach that combines economic efficiency, automation, and information security, and can be
scaled for medium and large IT organizations.

IIpo6aematnka. CTpiMKe BIOPOBAKEHHS MYJIbTUXMApHUX apXiTeKTyp y cydacHux IT-
OpraHizalisix CynpoBOKY€ETbCS CYTTEBUMHU BUKIMKAaMU B YaCTUHI (PiIHAHCOBOTrO KOHTpOII0. Yepes
PI3HOPiIAHICTh OUTIHIOBUX MEXaHI3MIB Yy pI3HUX XMapHux npoaiinepiB (AWS, Azure, GCP),
3aTPUMKH B OHOBJIEHHI JaHUX, ()parMEHTOBAHICTh JKEPE Ta BIACYTHICTh €IMHOTO aHAJIITUYHOIO
LEHTPY, KOMITIaHi1 4aCTO CTUKAIOTHCS 3 IEPEBUTPATAMH Ta Hee()EKTUBHUM PO3IOI1JIOM OIODKETIB. Y
TaKMX YMOBaxX BUHUKAE MOTpeda y CTBOPEHHI LIEHTPAI30BaHUX PILIEHb, 1110 HE JIUIIE ONTUMI3YIOTh
BUTPATH, ajie i J103BOJIAIOTH BIANOBIAATH 30BHILIHIM cTaHAapTaM iHpopMaLiiiHoi 6e3nexH, 30Kkpema
SOC 2. Le#t crangapT BUCTyNa€e HE JIMIIE K PEryJSITOPHA BUMOTa, a ¥ SK KIIOYOBUHU JApaiiBep
BIIPOBA/PKEHHSI KOHTPOJIBHUX MEXaHI3MIB Y MyJbTUXMapHOMY CEPEIOBHIIL.

Merta pociigzkeHHs. MeTOI0 JOCTIIKEHHS € po3poOKa Ta OOTPYHTYBaHHS apXITEKTYpHOTO
pilIeHHS JUIsl MOHITOPUHTY BUTPAT Yy MyJbTUXMapHill iHppacTpyKTypi, sike O MoeaHyBaIo B co0i:

- migxoau FinOps 10 ynpaBiiHHS XMapHUMU BUTpaTaMu;

- aBTOMaTHU30BaHy JIOTIKYy pearyBaHHs Ha nepeBUTpaTH Ha 6asi matgopm Splunk 1 Cherwell;

- peaizallio KOHTpOJIiB BianoBiaHo a0 KputepiiB SOC 2, 30kpema y cepax Oe3nexH,
00pOOKH JTaHMX Ta iX JOCTYMHOCTI.

ApxiTtekTtypa pimeHHsa. Y mporeci MOOyJOBHM CHCTEMHU MOHITOPUHTY BHUTpar y
MYJIBTUXMApPHOMY CEPEIOBHIII BUKOPUCTOBYIOTBCS KiJIbKa JDKEpeN JaHUX Ta IHCTpyMeHTiB. [Puc.1]
OCHOBHMMM XMapHUMH IUIaTGopMaMu, K1 3a0e3MedyloTh BUXIIHY 1HGOpPMAIi0 MPO CHOXKHUTI
pecypcn, € Google Cloud (GCP), Amazon Web Services (AWS) Ta Microsoft Azure. ani mpo
BUTpaTH OoTpumMyloTbes depe3 APl y dopmari JSON, sikuii OHOBIIOETHCS TpUYl Ha JI€Hb, W10
3abe3neuye Maiike onepaTUBHY akTyalbHICTh (piHAHCOBOI iH(popMartii.
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Jlst monmanbioi oOpoOKH Ta aHai3y JaHWX BUKOPUCTOBYETHCS cucTemMa Splunk, sika CiIy>KHUTh
LEHTPAJIbHUM €JIEMEHTOM MOHITOpUHTY. BoHa oTpuMye iHdopMarlito 3 ycix XMapHUX NMPOBaKEpiB,
MOpiBHIOE ()aKTHYHI BUTPATH 3 BCTAHOBJICHUMH OFOJPKETHUMH JTIMITaMU, 110 30€pIiraroThCs B CUCTEMI
Cherwell. Ocranss, y cBOIO 4epry, BUKOHY€ (YHKIII] yIpaBIiHHA 3anuTamMu Ta (ikcarii rpaHuIHAX
OIOKETHUX IMOKA3HUKIB.

KopucryBaui B3aemomitoTh 13 cuctemoro uepe3 HelpDesk-intepdeiic, sikuii BimoOpakae
3aTBEP/PKEHI JIIMITH Ha BHKOPHUCTAHHS XMapHHX pecypciB. Y pa3i HEOOXIJTHOCTI, yepe3 Ieu ke
iHTepdeiic MOXKHA MTOIATH 3aIUT Ha X 3MiHY.

OTpumaHi JaHi aHATI3YHOTHCA 3 TOYKH 30py (AKTHUYHOTO BUKOPUCTAHHS, MPOTHO3YHOTHCS
BUTPAaTH Ha HACTYIHI Nepioau Ta OyAyIOThCsS Bidyamizalii y BHUIVIAII €IMHOTO iH(POpPMALIHHOTO
nambdopay. J1o HbOro MarOTh JOCTYII JIUIIIE BU3HAYCHI KOPUCTYBadi BiIIMOBITHO A0 MOJIENI KEpyBaHHS
possimu (RBAC), 110 rapanTtye 3aXucT JaHUX Ta BiANOBIAHICT MOMITUI TOCTYILY.

@ JSON API update 3 times per day

aws 3 A\ Azure

Google Cloud

l | !

i Splunk addon JSON parser ]

|
splunk>

|
thresholds for escalation of overusing budget, Yellow - 70%, Orange - 80%, Red - 100%+ - Notifications and events
Curent Threshold Responsible | Last Query
Projectname [ Budget owner name | Cloud type | 00 (rom csa) | Profectmanager | Cloud Owner DO update ,Q
Project name 1 Tony Stark AWS 9008 10008 Adam Spenser | Ramona Obrien | Lionel Caldwell 15h |/\/\I
Project name 2 Tony Stark Azure 100$ 2008 Bob Adamson | Ramona Obrien | Lionel Caldwell 23h o lmi
Project name 3 Tony Stark GcP _ 9008 “Adam Spenser | Michelle Lyons | Ramona Obrien 2h 70% of limit Cloud
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100%-+ of limit Notable Responsible
event DevOps
[ B

Fields:

CI CSA (cloud env)
]\ Budget amount threshold \S’-\ 1
CSkowmer —Cherwell

Project ID
Project name

Pucynok 1. ApxiTekTypa nporecy MOHITOPHUHTY BUTPAT MYJIbTH-XMapHUX CEPEAOBUIIL

B cucrtemi BHM3Ha4YeHO KuTbKa piBHIB HOPOTiB BHUTPAT, KOXKEH 13 SKUX CYHPOBOJDKYETHCS
BIAMOBIAHUMH CIIOBIIIEHHSIMU:

- Ilpu pocsruenni 70% OGromkeTy (OpMY€EThCsSl TOMEpEKYBalIbHE MOBIIOMICHHS, SKE
HAJICWJTA€THCSI BIACHUKY XMapHOTO CEPeIOBHIIIA.

- Konu Butparu nepesunrytots 90% Bi BCTaHOBIJIEHOTO JIIMITY, CIIOBIIIEHHS OTPUMYIOTh SIK
BJIACHUK CEPEIOBUIIA, TAK 1 BIIMOBIIATLHUHN 32 OIOJKET TIPOEKTY.

- YV pa3i nepesunienns Oromkety (100% 1 Oinbiie) BigOyBaeThCs ecKamailisi — J0AaTKOBO
iH(popMyeThest koManaa DevSecOps 1 aBTOMaTHYHO CTBOPIOEThCS 1HIUAEHT y cuctemi Cherwell.

KoxHe mNOBIIOMJICHHS MICTUTh aBTOMATHYHO 3I€HEPOBAHMM MPOrHO3 BUTPAT A0 KIHLSA
nepiogy. OKpiM IbOr0, HAMPHUKIHII MICALS MPOEKTHI MEHEIKEPU OTPUMYIOTh Y3aralbHEHUN 3BIT
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PO CTaH BUKOPUCTaHHS OIO/DKETY B YCIX XMapHHX cepenoBumiax. [Hdopmariis momaerbest y
Bi3yallbHOMY (OpMaTi 3 BUKOPUCTAHHSAM KOJHOPOBOI 1HJMKAIIi] BiIMOBIIHO A0 PIBHS CIIOKMBAHHS
pecypciB.

Ll Momenb [103BOJISIE ONEPATHBHO BUSBIATH IIEPEBUTPATH OIOJKETY, aBTOMAaTH3yBaTH
MPOIIECH CIIOBIIIEHHS Ta pearyBaHHs, a TaKOX ONTHMI3yBaTH BUKOPUCTAaHHS PECypcCiB, IO B
KIHLIEBOMY ITIJICYMKY CIIPHSI€ 3HWKEHHIO (DiIHAHCOBUX PU3HKIB KOMITaHi1.

Binnosignicts kputepisim SOC 2 (Trust Services Criteria). 3anpornoHnoBaHa apXiTekTypa
OXOILTIOE TaKi KOHTPOoJIbHI 06macti SOC 2:

- Security — peamizaniis JDOCTyIly 3a pOJISMH, BHUSBJICHHS aHOMAJiii y BHUTpaTax, 3alycK
3aXHMCHUX CIEHApIiiB;

- Processing Integrity — 3a0e3medyeHHs TOYHOCTI, IMOBHOTH ¥ JOCTOBIPHOCTI OLTiHIOBHX
TaHWX;

- Availability — peakmis Ha moxii 3 ypaxyBauasm SLA, 3abesmedeHHst Oe3rmepepBHOCTI
00CITyroByBaHHS;

- Monitoring Activities — noryBauHs i, 30epexeHHs iCTOPil 3MiH, TeHepallis 3BiTiB.

BucHoBku. Pe3ynpratu 1OCHiKEHHS TiATBEPIKYIOTh, 10 €()eKTUBHUII MOHITOPUHT BUTPAT
y MyJIbTUXMapHii iHPPACTPYKTYpi € HE JIHIIE KPUTUYHO BAKIUBUM JUId 3a0e3neueHHs (piHaHCOBOI
MIPO30POCTi Ta PAliOHATBHOTO BUKOPUCTAHHS PECYPCiB, a i BHCTYINA€ HEBIJJIILHOIO CKJIAJJOBOIO
cyuyacHoi Mojeni iHopmaniitHoi 6e3nexku. 3anpornoHoBaHe PIlIEHHs J03BOJISIE HE JIUIIE BUPIIIUTH
KIIIOYOBI TpoOnemMu (parMeHTOBAaHOCTI OUTIHTY Ta 3aTpUMOK B OOJNiKy, aje i 3a0e3mednTn
peatizailito onepariiiHuX KOHTPOJIIB, AKi BiAMOBiAal0Th BuMoraMm ctanaapty SOC 2.

ApXITEKTypa CUCTEMH IHTETPY€ MEXaHI3MH JIOT'YBaHHSI, aBTOMAaTUYHOTO pearyBaHHs, eCKaarii
IHIUJICHTIB Ta BIJCTEKEHHS BIANOBIIATBHOCTEH, IO Y3TOJKYEThCS 3 KpHUTepisMu Security,
Availability, Processing Integrity Ta Monitoring Activities y mexax Trust Services Criteria (TSC).
Bukopucranns FinOps-npakTHK y MO€HAaHHI 3 BAMOraMH O€3MeKH JT03BOJISIE OpraHizallii He JIUIIe
e(eKTHBHO KepyBaTH BHUTpaTaMH, a i (opMyBaTu OOKa30BYy 0a3y aJisl ayauTy, MiABHILYIOYH
3aranbHUiA piBeHb A0BipH 10 [T-iHDpacTpykTypH.

Takum yuHOM, MyJIbTUXMapHa iH(pacTpyKTypa, MiIKpiruieHa (iHAHCOBHM Ta OE3MEKOBHM
MOHITOPUHIOM, TEPETBOPIOETHCS 3 TEXHIYHOTO IHCTPYMEHTAa Ha KEPOBaHY W KOHTPOJIbOBAHY
maTdopmy, MO BIAMOBIIAE Cy9aCHUM BHMOTaM JI0 MPO30POCTi, CTIMKOCTI Ta BIAMOBIIAILHOCTI B
yTpaBJliHHI IU(PPOBUMHU aKTUBAMHU.

Bioniorpadis

1. Kena Alexander, Muhammad Hanif, Choonhwa Lee, Eunsam Kim, Sumi Helal. Cost-aware
orchestration of applications over heterogeneous clouds. PLOS ONE, 2020.

2. Liudmyla Shokotko, Anatolii Suprun, Tetiana Petrishyna, Tetiana Pavlysh. Cloud cost
monitoring and forecasting: issues and challenges. Economics and Technical Engineering, 2024.

3. Damien T. Wojtowicz, Shaoyi Yin, Jorge Martinez-Gil, Franck Morvan, Abdelkader
Hameurlain. Multi-Cloud Query Optimisation with Accurate and Efficient Quoting. IEEE
International Conference on Big Data, 2022.

4. Fang Li, Gang Wu, Jianhua Lu, Mingye Jin, Haitao An, Junxiong Lin. SmartCMP: A Cloud Cost
Optimization Governance Practice of Smart Cloud Management Platform. IEEE Intl. Conference
on Smart Cloud, 2022.

5. Srinivasa Rao Thumala, Binu Sudhakaran Pillai. Cloud Cost Optimization Methodologies for
Cloud Migrations. International Journal of Intelligent Systems and Applications in Engineering,
2024.

134



