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Abstract. Digital traces of cloud services usage on Windows 10 were investigated for digital
forensics purposes.

ITix yac po3ciigyBaHb 3709MHIB IPOTH HALIOHATIBHOT Oe3neKu YKpaiHu nu(poBi T0Ka3u 4acTo
30epiraroThCcsk Ha KOMIT IOTEpaX, a BUKOPUCTAHHS XMapHUX TEXHOJIOTIH YCKIIQJHIOE iX BHSBIICHHS,
110 3yMOBIIIO€ TOTpely (ikcarlii pakTy iX BUKOPUCTAHHS IiJ] Yac OIS .

ITlin xmapuumu TexHonorisMu (coud computing) po3yMieTbCs HaJAaHHS 32 3alUTOM
MEPEKEBOTO IOCTYITY /IO CIITFHO BUKOPHCTOBYBAaHUX, HATIAIITOBYBAHIX OOUHCITIOBATLHUX PECypCiB
[1]. Hapa3i mimepamu HagaHHS MOCIYT XMapHUX TexHoisoriii € Amazon Web Services (AWS),
Microsoft Azure i Google Cloud Platform (GCP) [2]. Lli npoBaiinepu npornoHyoTs 0€3:1i4 HOCIyT,
SIK1 IUTATBCS Ha KaTeropii, OCHOBHI 3 SIKUX €: oO4HCIIeHHs (compute), 30epiranus (ctorage), 6a3u
nanux (databases), wmepexi (networking), anamiz manmmx (data analytics), mTYy4HMIA
iHTenekT/MamaHe HaB4yaHHs (AI/ML), ©Oe3meka (security), MOHITOPMHT Ta YIPaBJIiHHSA
(monitoring&management). KepyBanHs mociyramMu Moxe 3A1iCHIOBAaTHUCH udepe3 BebiHTepderic
(6bpaysep) abo/ta inTepderic komannuoro psaka (Command-Line Interface, CLI).

Hius OC Windows 10, sika MOKM IO 3alUIIAE€THCS HAWOLIBII MAcOBOIO cepel CiMelcTBa
Windows [3], Oyi0 mpoBeneHO €KCIepUMEHTAIbHE MOCTIDKCHHS 13 BCTAHOBJICHHS CHIAIB, sKi
yTrBOprotoThest B OC mpu BUKOpUCTaHHI XMapHHX TexHojorii AWS, Microsoft Azure, GCP. ¥
JOCITIDKEHHI BUKOPHCTOBYBaJIach Tporpama MoOHITOpuHTYy Process Monitor [4], HalOLIbII
nomynspHi  Opay3epu [5]: Google Chrome, Microsoft Edge, Mozilla Firefox (tabm. 1), Ta
iHTepnperarop Komana cmd.exe (Tadm. 2).

Ta6mums 1 — Cigu BUKOpUCTaHHI XMapHHUX CEPBICIB uepe3 BeOiHTepdeiic

bpay3zep | ®aiian/KaTajioru, mo YrBOPOKTHCA MPU BUKOPUCTAHHI XMAPHHUX CepBiciB uepe3
BeOiHTepdeiic

Mozilla | C:\Users\User\AppData\Local\Mozilla\Firefox\Profiles\k8jbfeys.default-
Firefox | release\cache2\entries

C:\Users\User\AppData\Roaming\Microsoft\Windows\Recent\goocle cloud web
(2).Ink

C:\Users\User\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\
f01b4d95cf55d32a.automaticDestinations-ms\goocle cloud web.Ink

C:\Users\User\AppData\Roaming\Microsoft\Windows\Recent\Event viewer.Ink

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\places.sqlite-shm

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\SiteSecurityServiceState.bin

161



bpay3sep

Dailyin/KaTaaoru, o YTBOPIOTHCSA NPU BUKOPUCTAHHI XMAPHUX CepBiciB yepe3
BeOinTepdeiic

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\favicons.sqlite

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\permissions.sqlite

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\storage/default

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\content-prefs.sqlite

C:\Users\User\AppData\Local\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\thumbnail

C:\Users\User\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\68
24f42902¢78fbd.customDestinations

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\sessionstore-backups\recovery.baklz4

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\sessionstore-backups\upgrade.jsonlz4-20241021175835

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\sessionstore-backups\recovery.jsonlz4

C:\Users\User\AppData\Local\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\settings\main\ms-language-packs\browser\newtab\asrouter.ftl

C:\Users\User\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\
f01b4d95cf55d32a.automaticDestinations-ms

C:\Users\User\AppData\Roaming\Mozilla\Firefox\Profiles\k8jbfeys.default-
release\cookies.sqlite

Google
Chrome

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Preferences

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Cache\Cache Data

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\History

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Network\Network
Persistent State

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Network\Cookies

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Sessions

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Affiliation
Database

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Login Data

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Local
Storage\leveldb
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C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Session Storage

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Network Action
Predictor

C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\IndexedDB\

C:\Users\User\AppData\Local\Google\Chrome\User
Data\Default\JumpListlconsRecentClosed

C:\Users\User\AppData\Local\Google\Chrome\User
Data\segmentation platform\ukm_db

Microsoft
Edge

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\load_statistics.db

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Historyl

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Favicons

C:\Users\User\AppData\Local\Microsoft\Edge\User
Data\Default\Sessions\Session 13376094555857426 (Tabs 13376094556813223)

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Code Cache\js

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Network\Cookies

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Network\Network
Persistent State

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Web Data

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Local
Storage\leveldb

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\WebAssistDatabase

C:\Users\User\AppData\Local\Microsoft\Edge\User
Data\Default\WebStorage\QuotaManager

C:\Users\User\AppData\Local\Microsoft\Edge\User Data\Default\Login Data

C:\Users\User\AppData\Local\Microsoft\Edge\User
Data\Default\WebStorage\QuotaManager

C:\Users\User\AppData\Local\Microsoft\Edge\User
Data\Default\IndexedDB\https us-east-
2.console.aws.amazon.com_0.indexeddb.leveldb

Ta6mmis 2 — Ciigu BUKOPUCTaHHS XMapHUX cepBiciB uepe3 CLI

Tun XMapHuii nposaijaep
cJiaiB Google Cloud CLI AWS CLI Azure CLI

Karanoru | C:\Users\User\AppData\ | C:\Program C:\Program Files\Microsoft

/daiimm Roaming\gcloud Files\Amazon\AWSCLIV2 | SDKs\Azure\CLI2
C:\Users\User\AppData\ | C:\Users\User\.aws C:\Users\User\.azure
Local\Google\Cloud
SDK

3amucy | HKEY CURRENT US | HKEY CLASSES ROOT\ | HKEY CLASSES ROOT\Ins

peecTpi ER\Environment Installer taller\Products
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Tun XMapHuii nposaiaep

cJiaiB Google Cloud CLI AWS CLI Azure CLI
HKEY LOCAL MAC |HKEY LOCAL MACHI | HKEY LOCAL MACHINE\
HINE\SOFTWARE\Mi | NE\SOFTWARE\Classes\I | SOFTWARE\Classes\Installer
crosoft\Windows\Curre | nstaller \Products\E4D23E32DF18B3
ntVersion\UFH 64C8F49F5DF87A7ER4
HKEY LOCAL MAC |HKEY LOCAL MACHI | HKEY LOCAL MACHINE\
HINE\SYSTEM\Curren | NE\SOFTWARE\WMicrosof | SOFTWARE\Microsoft\Micro
tControlSet\Services\ba | t\Windows\CurrentVersion | soft Azure CLI
m\State\UserSettings \Installer

HKEY USERS\S-1-5-
21-2665380886-
1368437490-
2271808297-
1001\Environment

HKEY LOCAL MACHI
NE\SOFTWARE\Microsof
t\Windows\CurrentVersion
\Uninstall

HKEY LOCAL MACHINE\
SOFTWARE\Microsoft\Wind
ows\CurrentVersion\Installer

HKEY LOCAL MACHI
NE\SYSTEM\ControlSet0

HKEY LOCAL MACHINE\
SOFTWARE\Microsoft\Wind

0I\Control\Session ows\CurrentVersion\Uninstall
Manager\Environment

HKEY LOCAL MACHI | HKEY LOCAL MACHINE\
NE\SYSTEM\CurrentCont | SYSTEM\ControlSet001\Cont
rolSet\Control\Session rol\Session
Manager\Environment Manager\Environment

HKEY LOCAL MACHINE\
SYSTEM\ControlSet001\Serv
ices\bam\State\UserSettings

HKEY USERS\S-1-5-21-
2665380886-1368437490-
2271808297-
1001\SOFTWARE\Microsoft\

Microsoft Azure CLI

OTtpumani pe3ynpTaTH CBiuaTh, L0 CJIiAM BUKOPUCTaHHS XMapHHX CEpBICIB uepes

BeOiHTEep(dEiiC yTBOPIOIOTHCS B KaTajorax icTopii BiiBiAyBaHb CaiTiB, ceciif, cookie Ta THMYACOBUX
nanux (kemr). [Ipu BUKOpHCTaHHI KOMaHIHHX I1HTEpP(ENCIB YTBOPIOIOTHCSA KaTajord, ¢aiim ta
3amucH B peectpl Windows, 110 MiCTSTh JIaHi PO HAJIAIMNTYBAaHHS Ta BUKOHAH1 KOMaH/IH.
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