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Abstract. The paper presents the code of a training program for steganographic hiding of text
information in graphic files. Hiding is implemented using the PVD (Pixel Value Difference) method in
Python. The program can be used for both educational and practical purposes. The Pillow library was used
to implement the program. This graphic library is not specialized for steganographic needs. A positive
quality of the library is the ability to visualize the information hiding mechanism. This is interesting for
educational purposes.

IlocranoBka HayKOBo'l' npodsemu. I'mobanpbHa iHGOpMariiiHa Mmepeka IHTepHer pO6I/ITb
nepenauyy iHpopmanii BlI[KpI/ITI/IMI/I KaHaJlaMU 3B’SI3KYy JIETKOIO B 6y,[[b Ky TOYKY 3€MHOi KyJIi.
OnHak, Ha aJlb, IPU LIbOMY ICHY€ LIMPOKHH CIIEKTP MOKINBOCTEH 13 IEPEXOIUIEHHS TIOB1IOMJICHb.
Tomy, icHye HeOOXiTHICTH mepenadi BaMBoOi iHpopmaii B 3ammdpoBaHoMy ado MPUXOBAHOMY
Burisiai. [Ipu BuB4YeHHI kpunrorpadii Ta creranorpadii 1ikaBo MaTy JAKOHIYHI, MPO30Pi aruTikarii
MPOTPaMHUX KOJIIB MEXaHi13MiB MPUXOBYBaHHs iHPOpMaIii y MeaiiHuX (haitnax.

Mertoro 11i€i poOOTH € peamizallis MPOCTOro JIAKOHIYHOTO MPOrPaMHOTO KOJIy MPUXOBYBaHHS
TekcToBoi iH(Mopmarii B rpadiuamx ¢aitmax merogqom PVD, 3acobamu 6i0mioreku Pillow moBu
Python, 15t BUKOpHUCTaHHS LIHOTO KOAY B HABYAJIBHUX 1 MPUKIATHUX LUIAX.

PVD (Pixel Value Difference) — e anroputm creraHorpadii, SKuii BAKOPUCTOBYE PI3HUIIIO
MDK 3HA4EHHSIMM TIKCENIB JUIsl 3aKOAyBaHHS Ta IPUXOBYBaHHS 1HQopMmanii B LU(POBUX
300paxeHHsX. AnroputM PVD € oaHuMm 3 Kpamux anropuTmiB, SKHM BUKOPHUCTOBYETHCS B
creranorpadii nopsz 3 iHummu epekruanmu merogamu (LSB ta DCT) [1].

Buki1ag ocHOBHOro marepiaay pgociaizxeHnsi. Kon, mpencraBieHMit HMXK4Ye, peastizye
IIPUXOBYBaHHS CEKPETHOTO IOBIIOMJICHHS Y 300pakeHHI Ta HOro mnojaiplie BHJIyYEHHS 3a
JIOTIOMOTO10 METOAY, 1110 0a3y€eThCs Ha 3MiH1 PI3HUII KOJIPHUX KaHAMIB MIKCEIB.

Hoacuenna mexanizmy PVD, w0 enposaoscye mexcm 6 300parxcenns CKIATAETHCS 3 IBOX
ocHoBHHX (yHKI#: pvd_encode, 1o BcTaBiise MoBiAOMIICHHS y 300paxenHs Ta pvd_decode, mo
BUJTy4ae MOBIJOMIIEHHS 13 300paxeHHs. [Ipouec po6oTu mporpamu i3 BIPOBAHKEHHS 300paKeHHS
y TIOBIJJOMJICHHS Ma€ HAcTymHi etanu. 1. BinkpuTTs BXigHOTrO 300pakeHHs (OPOXKHIM KOHTEHEp)
Ta MEePETBOPEHHS HOTo Ha TBOMIpHHUI MacHB 3HAYEHb MIKCEIB, IO Mae TpH ckiagoBux Red, Green,
Blue. 2. [lepeTBopeHHs MOBiJOMIICHHSI Ha JIBiliKoBUI (opmaT. 3. Bu3HaueHHs BUMIpiB 300paKCHHS
3a muprHO width 1 BucoToro height. 4. BinkputTs BIAMOBITHUX IIUKIIIB CKAHYBaHHS 300paKeHH:I
3a BUCOTOIO 1 IIMPHUHOIO Ta nepedip 3a MiKCeasIMU napaMu. 5. Po3paxyHOK pi3HHII MK YEPBOHUMHU
KoMroHeHTaMu JBox cycianix mikcemiB (diff). 6. Ilomyk ta miglip map mikcenmiB JUIs SIKUX LS
pi3Hulls Oyna 6 taka, oo uucio 6itiB (N_bIts), siki MokHaA OyJ10 O 3aK0yBaTH, HE TICPEBUIILYBAJIO
TpboX. 7. Bupi3ka i3 IBIIIKOBOTO MOBIJOMIJICHHS CETMEHTY HoBkuHOW N_bits. 8. IleperBopenHs
IIbOTO JIBINKOBOT'O CETMEHTY Ha3aJl y JECATKOBE YUCIIO 1 3MiHA YEPBOHUX KOMITOHEHT ITKCENIB TaK,
100 BimoOpakatu HOBY pi3HuUIo (new_diff).

Take npuUXOBYBaHHS TOBIJOMJICHHS, HE HAATO 3MIHIOE 300paXeHHSA, TOMY IO 3MIHHU
cOKyCcOBaHI Ha HEBEJIMKHUX 3MIHAX PI3HUII MIXK MIKCEJSMH, 10 MalOTh OJM3bKY KOJIbOPOBY ramy
YEepPBOHOTO.
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from PIL import Image
def pvd_encode(cover_image_path, secret_message, stego_image_path):
img = Image.open(cover_image_path).convert('RGB')
width, height = img.size
binary_message =" join(format(ord(char), '08b") for char in secret_message)
message_len = len(binary_message)
data_index =10
for i in range(0, height - 1, 2):
for j in range(0, width - 1, 2):
if data_index < message_len:
p1, p2 = img.getpixel((j, ))[0], img.getpixel((j + 1, i))[0]
diff = abs(p1 - p2)
if diff <=7
n_bits=3
if data_index +n_bits> message_len: n_bits= message_len - data_index
binary_chunk = binary_message[data_index:data_index + n_bits]
data_index +=n_bits
new_diff = int(binary_chunk, 2)
sp=(p1+p2)//2
if p1 < p2:
p1_new = sp-new_diff//2
p2_new = sp+(new_diff-new_diff//2)
else:
p1_new = sp+(new_diff-new_diff//2)
p2_new = sp-new_diffl/2
img.putpixel((j,i),(p1_new,img.getpixel((j,i))[1],img.getpixel((,))[2]))
img.putpixel((j+1,1),(p2_new,img.getpixel((j+1,1))[1],img.getpixel((+1,))[2]))
img.save(stego_image_path)

Iloacnenna mexanizmy PVD, wo eunyuae mexkcm i3 300pasxcenna. 1. Binkpurrs,
CKaHyBaHHS 300pa)KeHHs 13 MPUXOBAHUM TOBIJOMJICHHSM Ta BU3HAYCHHS PI3HUII MK YEPBOHUM
KOJBOPOM y map mikcediB. 2. BinHOBIeHHS OBIHKOBOrO, a Jami 1 3BUYAWHOTO MpPEICTaBJICHHS
TEKCTY.

def pvd_decode(stego_image_path):
img = Image.open(stego_image_path).convert('RGB')
width, height = img_size
binary_message ="
foriin range(0, height - 1, 2):
for j in range(0, width - 1, 2):
p1, p2 = img.getpixel((j, 1))[0], img.getpixel((j + 1, i)[0]
diff = abs(p1 - p2)
if diff <= 7:
n_bits=3
binary_chunk = bin(diff)[2:].zfill(n_bits)
binary_message += binary_chunk
decoded_message ="
for 1in range(0, len(binary_message), 8):
if i + 8 > len(binary_message): break
byte = binary_messageli:i + 8]
if #'=chr(int(byte, 2)):
decoded_message += chr(int(byte, 2))

else: break
return decoded_message
if _name__=='_ main_":

cover_image_path = 'cover.png' stego_image_path = 'stego_image.png'

secret_message = 'This is a secret message! #

pvd_encode(cover_image_path, secret_message, stego_image_path)

decoded_message = pvd_decode(stego_image_path); print("Decoded message:", decoded_message)

BucHOBKH Ta mepcneKTHBH MOAAIBIIOTO AO0CTi/IZKEHHS
- PeanizoBaHo mpocty mporpamy, IO JO3BOJISIE NMPUXOBYBATH TEKCTOBY iH(opManilo B rpadiyHoMy
¢aiini. KoHTposb 3a110BHEHOTO 1 HE 3aIIOBHEHOr0 IpadiuHOro KOHTEHEepa He BUSBIISAE BiAMIHHOCTEH.
- Ilporpama mikaBa Assi HaBYaJIBHUX IJICH 3aBISKH JIAKOHIYHOCTI i MPO30POCTi MPOrpamMHOro KOIY.
Mexanizmu puxoByBaHHS iH(hopMailii B rpadivHOMY Gaiiii TyT JIerKo Bi3yalli3yloThCsl.
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