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Abstract. This research is devoted to the development of a software application to support the
technology of steganographic protection of information. The developed StegoProg application
provides sufficiently reliable protection of information based on LSB (Least Significant Bit), DCT
(Discrete Cosine Transform), PVD (Pixel Value Differencing) methods for hiding confidential data
in graphic files. The application is developed using the Python programming language.

Mertoto naHoi poOOTH € MporpaMHa peanizallisi creraHorpadiqHuX METOIB Y BUTTISAI TOAATKY
ISl IPUXOBYBAaHHS TEKCTOBOI iH(popMarlii y rpadiuynux ¢aitnax.

B ocHOBYy poboTH Oynu mokiaaeHi HacTyIHI €Tamu:

- JIOCJIJDKCHHS Ta aHalli3 ICHYIOUMX METOIB creranorpadii, 3okpema, anroputmis LSB, DCT,

PVD;

- OmHC KOXXHOTO 3 00OpaHMX creraHorpaiyHMX MeETOMIB MNpPHUXOBYBaHHS iH(opMalii B
rpadivanx daitnax;

- peamizanis creranorpadiunux anropurmis LSB, DCT, PVD y Burnsai nporpaMHUX pillieHb
3aco0aMu MOBH miporpamyBaHHs Python;

- TPOBEACHHS EKCIEPUMEHTAIBHOTO TECTYBAaHHS Ta aHaJi3 IKOCTI BIPOBAKEHHUX PIlICHb.

Po3pobiiennii HaMu mporpaMHHIl 3aCTOCYHOK StegoProg 3abe3meduye HacCTymHI BH3HAYaIbHI
s creranorpadii mapameTpu. 3acTOCyHOK 3a0esrnedye e(eKTUBHE MPHUXOBYBAHHS NaHMX, JUIS
JIOCTaTHHO BEJIMKY OOCSTY JaHUX, 30epiraloud TpH IbOMY BHCOKY SKICTh CTEr0300pakKeHHS.
BisyanbHi 3MiHH B SIKOCTI 300pa’Ke€HHsI € MiHIMI30BaHUMH. 3aCTOCYHOK MIATPUMYE pi3Hi opmatu
300pakeHn, 30kpema, JPEG, PNG, BMP ta in.

StegoProg Hamae kopucTyBadeBi MOXIMBICTH 3a gomomoror merpuk MSE Ta PSNR
OIIIHIOBATH SKICTh CTeraHorpadiuHoro BOyAoByBaHHS naHuX y Tpadiuni ¢aiinu. JlogaTok Takox
3a0e3mneuye BUMIPIOBAaHHS Yacy BUKOHAHHS (DYHKIIH MPUXOBYBAHHS TEKCTY y BUXIJHE 300paKeHHs
Ta Yac BUJIyYCHHs. 3aBASKH 1HTErPOBaHIN (DYHKIIIOHAIBHOCTI aHaANI3y MOKAa3HUKIB IHTCHCHUBHOCTI
KOJIbOPIB Ta YAaCTOTY MOSIBM IEBHOT'O PiBHS SICKPABOCT1 300paskeHHs, KOPUCTYBay 10aTKy StegoProg
MO’KE BPaxOBYBAaTH 3MiHY PiBHS SICKPABOCTI YEPBOHOTO, 3€JICHOT'O Ta CHHBOTO KOJIbOPI1B 300payKEHHS
B XoAi creraHorpagiyaux onepaniil. g mporo B poxatky StegoProg mepenbaueHa BinmoBinHa
rpadiyHa marpuMka. Takuil MiAXia A03BOJISIE KOPUCTYBAadyeBl aHANMI3yBaTH Ta IOPIBHIOBATH
PI3HOMAHITHI aCEeKTH cTeraHorpadiyHUX Omepariil A MOKpaIleHHS iX eeKTHBHOCTI Ta SIKOCTI
pesyapTaty. TakuMm dYHHOM, TIpOrpaMHHM 3acTocyHOK StgoProg 3abesmeuye edexkTuBHE
MPUXOBYBaHHs KOH(D1IEHIIMHUX TaHUX B 300pakeHHIX 3 BUKopucTanHsaM metoais LSB, DCT, PVD.
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