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Abstract. VLAN hopping is an attack method allowing a host in one VLAN to access traffic in other
VLANs. The two main techniques are switch spoofing and double tagging. Switch spoofing involves
emulating a trunking switch to access multiple VLANs. Double tagging involves adding two VLAN tags
to a frame to bypass VLAN isolation. Proper switch port configuration can mitigate these attacks.

VLAN hopping — 11e METO aTaku Ha MEpEXEBI pecypcu y BipTyalbHiH JIOKAIbHINA Mepexi
(VLAN). Ocnorna konmemniiisi Bcix VLAN hopping arak nonsrae B ToMy, 00 aTaKyHO4Hi XOCT,
Haxoasunch y omHoMy VLAN-1 otpumaB noctyn 1o Tpadiky B iHmmx VLAN-ax, skuii 3a3Bu4aii OyB
ou Henoctynuuid. Icaye nBa ocHoBHI Metoaun VLAN hopping atak: cmydinr komyTaTtopa (switch
spoofing) Ta moxsiiiHe TeryBaHHs (double tagging). OOuaBa MeTOAM aTak MOKHA YCYHYTH 3a
JIOTIOMOT 010 HaJIeXKHOI KOH(ITypallii MopTiB KOMyTaTopa.

ITix gac araku switch spoofing aTakyo4mii XOCT IMiTy€ TPAaHKIHTOBHI KOMYTaTOp, O3BYUyIOUH
MPOTOKOJIM TETyBaHHs Ta TpaHKiHTy (Hamp. Multiple VLAN Registration Protocol, IEEE 802.1Q,
Dynamic Trunking Protocol), siki BukopuctoByroThcs s marpumMkd VLAN. Tpadik ams KiabKox
VLAN-iB TaKuM YMHOM CTa€ JOCTYITHUM JUIsl aTakyrodoro xocta. CrnygiHroM KOMyTaTopa MOXHa
CKOPHUCTATHUC JIMIIE TO1, KOJH iHTepdeiicu HalamToBaHi Ha y3ropkeHHs TpaHka. 11106 3amobirtu
il aTari, HeoOXiTHO CKOPUCTATHUCS OAHHM i3 HACTYMHHUX METOMiB. [lepekonaiiTecs, o MOpTH HE
HAJIAIITOBaHI HA aBTOMAaTUYHE y3TO/KEHHS TPaHKiB, BAMKHYBIIH 1pokos DTP (Dynamic Trunking
Protocol). Ilepekonaiitecs, 0 MOPTH, K1 HE MPU3HAYCHI OyTH TpaHKaMH, SIBHO HaJAIITOBAaHI K
MOPTH TOCTYITy (access ports).

[lix yac aTaky MOABIMHOTO TETyYBaHHS 3JIOBMUCHHUK, MIAKIIOUEHUN 10 TIOPTY 3 MIATPUMKOIO
802.1Q, momae aa teru VLAN no kanpy, sikuii BiH mnepemae. Kanp (30BHIIIHBO TMO3HAYEHUH
inentudikaropom VLAN, wieHOM SKOTO JifICHO € MOPT 3JI0BMUCHHKA) TIEPECHIIAETHCS 0€3 MepIIoro
Tery, ockiipku 1e native VLAN tpankoBoro intepdeiicy. Jpyruii Ter ctae BUIUMHUM AJIS APYTOTO
KoOMyTaTopa, sikuii 3yctpivae kazap. Lleir mpyrumit Ter VLAN Bkasye, mo Kaap MPU3HAYCHO IS
IJTLOBOTO XOCTa Ha Apyromy komytaropi. [ToTiM kaap HaACWIIa€ThCs HA IITLOBUN XOCT Tak, HIOM
BiH 1 3HaX0oAUThCH y MTboBOMY VLAN, akTnuHO 00XOASYM MEpekKeBI MEXaHI3MH, SIK1 JIOTIYHO
130mm010Tb VLAN-1 o11iH BiJ ogHOro. OTHAK MOXIIMBI BiIOBI/I IIIBOBOTO XOCTa HE MOXKYTh OyTH
HaJICllaHl Ha3aa Ha arakyrouuil XocT. [lonBiiiHe TeryBaHHS MOKHAa BHKOPHUCTOBYBATH JIUIIE Ha
MopTax KOMyTaTopa, HAJIAIITOBaHUX Ha BUKopucTaHHS native VLAN. TpaHkoBi mopTu, HaJamToBaH1
Ha native VLAN, He 3actocoBytorh Ter VLAN min wac HaacwianHs KaapiB. Lle mo3Bosmsie
HAaCTyITHOMY KoMyTaTopy mpouutatd miapooOnenuii Ter VLAN 3noBmucHuka. 106 3amoGirtu
MOABIMHOMY TETYBaHHIO MO>KHA CKOPHCTATHCS OyIlb-IKUM 3 HACTYNMHHX MeToxAiB. He po3mimyiite
xomgaux XxocTiB 'y VLAN 1 (VLAN 3a 3amoBuyBaHHsM), TOOTO mpu3Hautre VLAN poctymy,
BigminaMi Bix VLAN 1, koxxHOMY TIOpTy focTymy. 3MiHiTh native VLAN Ha BCiX TpaHKOBHUX IOpTax
Ha HeBukopucTtoByBaHuit VLAN ID. 3actocoByiite siBHe TeryBaHHs native VLAN Ha BCiX TpaHKOBHX
noprax.

Bioaiorpadgis
1. VLAN Hopping - N10-008 CompTIA Network+ : 4.2 - Professor Messer IT Certification Training
Courses. Professor Messer T Certification Training Courses.

URL: http://www.professormesser.com/network-plus/n10-008/n10-008-video/vlan-hopping-n10-
008/ (nata 3Bepuenns: 01.06.2024).

2. TechKnowSurge. CCNA Practical 10-4: VLAN Hopping, 2022. YouTube.
URL: https://www.youtube.com/watch?v=a6yVV6dD6F0 (nata 3sepuenns: 01.06.2024).

29


http://www.professormesser.com/network-plus/n10-008/n10-008-video/vlan-hopping-n10-008/
http://www.professormesser.com/network-plus/n10-008/n10-008-video/vlan-hopping-n10-008/
https://www.youtube.com/watch?v=a6yVV6dD6F0

